Data Sheet: Endpoint Management

Altiris? Client Management Suite 7.1 from $mantec

Standardized control for distributed, heterogeneous client erironments

Overview

Accurately and predictably managing and supporting your
client infrastructure isnOt an easy taskvEry day IT
administrators are asked to deploy or migrate syems, roll-
out new sotware or patches, troubleshobsupport issues
and more. Even more difficult is tackling these tasks in
distributed locations with limited bandwidth and resources.

The only wg to achieve predictable levels of s&ice and
security is to ensure you hge a robug management
infrastructure that allows you to manage a ariety of
devices and tasks from a single, ingrated console
regardless of where you are located.

Achieve a new level of predictability

Altiris@ Client Management Suite 7.1 fromSymantec
manages, secures and troubleshds sysems with greater
efficiency on more platbrms, including Windows, Mac,
Linux and virtual desktop enironments. The combination of
completelifecycle functionality built on an integrated
infrastructure enables oganizations to gain and maintain
control of their IT ervironment.

Measurable savings

According toa Forrester” Consulting commissioned sudy
on the benefits of deployingAltiris technology, cusomers
realized quantified benefits and s&ings of $7.3 million over
three years in a number of &y areas .

Manage change with confidence

Organizations were able to drive predictable and repeatable

day-to-day operations:

¥ Labor savings of $1,050,000 in patch management by
more effectively didributing and enforcing patch levels.

¥ Labor savings of $720,000 for Windows 7 readiness and
migration.

¥ Labor savings of $648,000 from provisioning

applications and sofware.

Make smarter, faster decisions

Organizations simplifiedadministrative decisions and end-

user experiences with real-time, data-drivegonclusions:

¥ Labor savings of $161,280 from auditing plysical
assets.

¥ Penalty avoidance saings of $1,200,000 from sofware
vendorsO audits.

Drive innovation

Organizations adoped new technologies and implemented
automated processes without adding new tools, people or
methodologies:

¥ Labor savings of $600,000 from using $mantecOs built-

in automation or workflow functionality.

Manage change with confidence

Change is a consnt factor in managing client sysems. It
may be routine sysem updates or the lates firefight to
rapidly deploy critical patches. Rgardless of the activiy, IT
administrators require solutions that drive repeatable
standards in the shortes time possible.

Standardized

systems drive OAltiris Client Management Suite is

a key part of our ervironment, used
to deploy gandardized images to
corporate and retail locations. ItOs

consistency

The fagest route

to improving really allowed us to sae time and
service and ensure that we hae consigency
minimizing across all 9f our lagops and

. . desktops.O

installation issues

is building out Scat Clement

Manager of Systems Engineering
24 Hour Fitness

standardized

sysgem

deployment and
migration processes.

1. The Btal Economic Impact Of Altiri§ IT Management Suite 7 Fom Symantec Multicompary Analysis, Brrester Consulting, Januay 2011
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Altiris Client Management SuiteOs deployment and

migration capabilities ensure consigent configurations

across large numbers of computers in an @anization.

¥ Automate new sytem rollouts and technolog refresh
cycles with zro-touch imaging and migration.

¥ Capture a computers personalityNuser accounts,
desktop, netvork, and application settings, files, élders,
and personal dataNand transplant that personalily to
ancther computer.

¥ Support for all plug-and-play driver types using

DeployAnywhere for hardware independent imaging. ] ]
Intelligently manage safware with dependeng
¥ Create images using indusy leading Ymantec Ghat? _
tasks, compliance checks and hands-free

technology. o
remediation
Streamlined software management simplifies compliance
Organizations typically manage hundreds oépplications Robust patch management for todayOs threats
that require dependent applications, routine updates and One of the top gber risks cited by SANS ¢8Admin, Audit,
tracking for software audit preparation. or many Network, Securtiy)is client-side sotware that remains
administrators this means making sense of thousands of unpatched. Ratch management is increasingly more
moving parts to ensure compatibiliy and compliance. Altiris complicated as attaclers target na only the operating
Client Management SuiteOs safare management sysem, but common client based applications, such as
capabilities enable oganizations to be more intelligent Adobe’ Reader” or QuickTme". Altiris Client Management
when it comes to sofware delivety, sotware license Suite improves overall securit by providing robus patch
management, and compliance with sefvare management management br multiple operating sysems and 3d party
policies. applications.
¥ Track all aspects of safware in one place, including ¥ Support for all Microsoft” updates, Adobe applications,
inventory, ingtallations, usage and dependencies. Java Runtime, common browsers and plugs, and
¥ Virtualize applications on the fly with built-in application more.
virtualization technology, including the ability to run ¥ Centralized configuration of content updates,
multiple, independent ingances of the Jaa” Runtime notifications and scans acras all platforms.
Environment (JRE) and Windowdnternet Explorer” in a Integrated troubleshoo ting to reduce support costs
conflict-free manner. An efficient way to improve Firs Level Resolution (FLR) is
¥ Hands-free remediation in case stivare has been inveding in remote diagnastic tools that allow IT to
removed or is nd properly installed. remoately troubleshoa systems without requiring desk side
¥ Leverage a sdfware catalog with over 60,000 visits. Altiris Client Management Suite provides a number of

commercial sotware product definitions options that enable IT adminisrators and support

personnel with the right troubleshoding tools:
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¥ Securely access and control rente sysems with ¥ Access hardware and sofvare configuration details to
industry leading pcAywhere technology. help plan for technology upgrades and sdfware license
audits.

¥ Enable out of band management to rentely wake-up

and adminiger client sysems while minimizing power ¥ Utilize cugom inventory to augment exising data for
home-grown applications or cuom ervironments.

consumpgion.

¥ Access real-time inbrmation about a managed computer Optimiz e your client and software assets
and remaely perform. adminigtrative tasks, such as More than 25 percentof IT budgets are spent on
password resets, without diruping the user. maintaining software licenses and purchasing new

- hardware. By accurately tracking, analyzing and ¢imizing
Make smarter, fas ter decisions o 0
exiging assets oganizations can s&e \aluable IT dollars by

Whether it is a routine change, an unexpected dovare . -
g P keeping exising hardware through longer refresh gcles,

audit or a broad technoloy change there are al a ) . -
v g Wgs reallocating underused sofware, and rengtiating existing

range of factors B some simple andtleers complex - that . . o .
g P P contracts. Altiris Client Management Suite intgrates with

must be assessed. The onl 0 achieve opimal results it . , .
y wet n Altiris? Asset Management Suite from $mantec to provide

to leverage better intelligence and decision making at all _ N -
a single view into bdh existing assets and contracts.

stages of the process. With the right irdrmation decisions

are made with confidence and in a fraction of the time. ¥ Tackle sotware compliance with aside-by-side details of

Understand what you have and where it is software indallations againg license entitlements.

¥ Leverage pre-built reports to assess technolgg

c“:lrzz};iz ations art "We n_OW know what we hee out upgrades, such as hardware combatibilt for Windows
their asset there in tgrms of inventory, what 7 migrations.
software is deployed on each
management machine and whether it is being
projects by taking used, and the satus of software
a manual updates and patches. This has
approach to helped us leep our sysems more
inventory and secure while maximizing our

budget and our $affOs time

building out a 5
resources.O

hardware and

software inventory Link Alander
spreadsheet.The Associate Vice Chancellor

challenge is that Lone Star College System

the information is
automatically gale, requires considerable human efirt to At-a-glance view of sdfwvare compliance
maintain, and may miss hidden sysems on the netvork.

Altiris Client Management Suite gets youtarted on the Measure and improve IT perormance

right foot with network discovely and inventory tools that Most decisions are based on highlyormatted reports that
provide up-to-date access to whatOs in younémnment. can help you answer predetermined quei®ns with little

¥ Centralize inventory across Windows, Mac and Linux and interaction or analysis.

store the data in a central management database.
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When new quesons arise or more inbrmation is required,
organizations oten require technical expertise to properly
mine and analy2 the infromation. Altiris Client
Management Suite contains acanced analyics and
reporting that allow IT oganizations to easily explore data
and answer their own quesons.

¥ Create proessional reports using familiar pivbtables
without advanced knowledge of databases or third-payt
reporting tools.

¥ Measure critical success factors and quickly assess
trends of how these measures are changing over time.

¥ View reports that provide a representative view of all IT
assets including the abiliyy to aggregate data from

multiple databases.

Drive innov ation

End-users increasingly expect real-time access to new
applications, new device ypes and new platbrms.
Cumbersome manual processes tn impede ITOs abijitto
rapidly deliver support and satisy their needs. Altiris Client
Management Suite noonly provides a framework to ease
the transition to new platforms, but also improve
automation and end-user seHlservice to drive greater
efficiencies.

More automation, .
Ol am ver excited about

[SymantecOs workflow capabilities].
It will dramatically affect the way

we do business. The skis the limit
when it comes to the processes
here that can be made quic&r and
safer, with more responsibilities

less headaches

Why spend time on
routine tasks that
require valuable IT
resources or dead-
end in an inbox

iven.O
queue? 9
Organizations can Nigel Lavin
improve end-user Director of Inf ormation
satisfaction and Technology

Mercy Health Sewvices
reduce resource

drains by
implementing automated, repeatable processes. Altiris
Client Management Suite help you define, design and
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deliver automated IT processes and workflows that drive

business.

¥ End to end automation with operational, productivi,
and event-based decision rules.

¥ Visual, dragn-drop design interface that does ntvequire
coding.

¥ Built-in interface into 18 different application-access

capabilities.
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Altiris Client Management Suits easy to naigate

web-based console

Enable end-user selfservice

IT selfservice empowers the end-user to quickly access IT

support and initiate their own sewice requess, which leads

to significant IT efficiengy gains. Altiris Client Management

Suite delivers a number of selbervice templates and

options that can be easily expanded using the process

automation capabilities.

¥ Selfservice sotware reques portal lets users directly
download and ingall approved sotware or reques other
software.

¥ Selfservice Windows 7 migration workflow automates
the process of hardware compatibiliy teging, OS
migration and personality migration once initiated by the

end-user.
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Client Management Suite capabilities

Capability Description

Deployment Lets you capure and deploy disk images, migrate data and
sysem configurations, and change operating syem settings.
Lets you gather irventory data about computers, users,
operating sysems, and ingalled software applications in
Inventory your ervironment. An application metering €ature also lets
you monitor and dery the usage of applications on your
network.
Lets you digribute software and ensure that the correct
software gets ingalled, remains ingalled, and runs without
Software . .
interference from dher software. A selfservice portal also
Management ) .
lets users directly download and intll approved sofware or
requeg other software.
Patch Lets you assess, prioritie and deploy updatesdr common
operating sysems and applications to ensure that managed
Management . .
computers are praected on an on-going basis.
Application Lets you virtualiz applications to reduce application
Virtualization | conflicts, testing requirements and support calls.
pcAnywhere | Lets you quickly resolve help desk issues otay productive
Remde while you work awg from your office by providing secure,
Control remote access to computers.
Lets you manage a single computer in real timeol¥ can view
Real Tme detailed information about the managed computer and
Management| remotely perform support tasks, such as retsirt a computer,
reset a password, terminate a process, and more.
Lets you discover computers with 8F, DASH, and Intel AMT
Out of Band | . ) )
Management in your ervironment and configure the computersdr out-of-
band management.
Lets you explore data, analyz trends and track IT
IT Analgtics performance without advanced knowledge of databases or
third-party reporting tools.
Lets you create and implement automated processes that Iin
Process together people, process and technolgg including the ability
Automation | to create end-users érms and communicate betveen
disparate technologies
Symantec Lets you inventory client sysems for common endpoint
Endpoint protection products, migrate and rollout §mantec Endpoint
Protection Protection agents, troubleshod agent problems and report ol
Integration status and outbreaks.

Extending Client Management Suite

You can extend your inegment in Altiris Client
Management Suite with additional $mantec products to
track assets, manage mobile devices or increase secyrit
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Altiris 2 Asset Management Suite from Symantec

Altiris Asset Management Suite helporganizations
eliminate unnecessay casts, proactively manage vendor
contracts, and align resources to ensure |IT wvegments are
optimized.

Symantec? Mobile Management

Symantec Mobile Management provides polcbased
application deployment, device control and securjtpolicy
management br Android?, Apple” iOS, BlackBery™ and
Windows” Mobile/ Windows' CE.

Symantec? W orkspace Streaming

Symantec Workspace Streaming is an applicationteeaming
solution that enables on-demand application provisioning,
offline cache, license recover and ingant application
upgrades.

Symantec? Pro tection Suite Enterprise Edition

Symantec Prdection Suite Enterprise Hition creates a
protected endpoint, messaging, and V&b ervironment that
is secure againstodayOs complex malware, datas® and
spam threats.

Wise Package Studid® Prof essional Edition from
Symantec

Wise Rickage Studio Prafssional gives you control of your
organization's applications, deployment preparation, and
corporate gandards.

Symantec Technology Partners

SymantecOs open framework allows hardware
manufacturers and Independent Sdfvare \éndors (IS/s) to
develop products that fully integrate with Altiris Client
Management Suite. These technolggpartnerships offer
solutions in the areas of Green IT, Desktoptkdown and
End-User SelSewice. You can learn more about these
partners online athttp://w ww.symantec.com/partners/

programs/technology-partners/developer-program.jsp
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System Requirements

Altiris Client Management Suite requires they8nantec
Management Platbrm, which includes the $mantec
Management Console, Database, hification Server and
Altiris Client Management Suite components.

Management Sewer

¥ Microsoft” .NET Famework 3.5 SP1 or above

¥ Windows' Internet Explorer” 7.0 or above

¥ Windows SQL Seer” 2005 or Windows SQL Seer”
2008

¥ Windows Sever” 2008 R2 x64

Workflow Server

¥ Windows Sever” 2003, 2008

¥ Windows SQL Seer” 2005, 2008 R2

¥ Windows IIS

¥ Microsoft” .NET 3.5

Windows™ Agent

¥ Windows XP SP2 or later x64/x86
¥ Windows Vi$a“ SP1 or later x64/x86
¥ Windows 7 x64/x86

Mac Agent

¥ Mac G5 X 10.4.x (Universal binay), 10.5.x (Universal
binary), 10.6.x (Universal binay)

Linux™ Agent

¥ Red Hat" Enterprise Linux WS 4 x64/x86, 5 x64/x86

¥ SUSE Linux” Enterprise Desktop 10 x64/x86, 11 x64/x86

More Inf ormation
Visit our website

http://w ww.symantec.com/business/client-management-

suite

To speak with a Product Specialisin the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialis outside the U.S.
For specific countty offices and contact numbers, please
visit our website.

About Symantec

Symantec is a global leader in providing secusit Sorage,
and sygems management solutions to help consumers and
organizations secure and manage their iofmation-driven
world. Our sofware and sevices prdect againg more risks
at more points, more completely and efficiently, enabling
confidence wherever inbrmation is used or $ored.
Headquartered in Mountain View, Calif.,nantec has
operations in 40 countries. More inbrmation is available at
Www.symantec.com.

Symantec World Headquarters
350 Ellis St.

Mountain View, CA 94043 USA
+1 (650) 527 8000

1 (800) 721 3934
www.symantec.com

Copyright © 2011 §mantec Corporation. All rights resered. §Ymantec and the $mantec Logo are trademarks or rgistered trademarks of §mantec Corporation or its affiliates in the U.S. andtber countries.

Other names ma be trademarks of their respective owners.

Symantec helps organizations secure and manage their iofmation-driven world with server management, endpoint management, and server virtualization solutions.
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